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6.X	URSP enforcement analytics
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This clause specifies the procedure for an NWDAF to provide statistics on whether traffic of UEs via one or multiple PDU sessions is according to provisioned URSP rules. It is assumed that the consumer is aware of URSP rules that are being provisioned to a UE, a single UE or a group of UEs.
The NWDAF collects traffic flow information of UE traffic via PDU session(s) established for a specific S-NSSAI and/or DNN and provides statistics of UEs that route traffic according to a specific URSP rule and UEs that route traffic which is not expected according to a provisioned URSP rule.
The assumption is that traffic according to a URSP rule is known (e.g. known flow description). and that there are associated Packet Detection Rule(s) for the known traffic configured in the UPF. It is also assumed that such analytics would be requested only for the case where a URSP rule includes S-NSSAI and/or DNN in the Route Selection Descriptor of the provisioned URSP rule.
NOTE x: How traffic from different applications/URSP rules over the same S-NSSAI/DNN and/or PDU session is discerned is implementation-specific
The service consumer may be a PCF. 
The consumer of these analytics includes in the request the Traffic Descriptor and Route Selection descriptor components of a URSP rule provisioned to a UE or group of UEs as follows: 
-	Analytics ID = "URSP enforcement ";
-	Target of Analytics Reporting: UE, group of UE or any UE;
-	Traffic Descriptor of the URSP rule;
NOTE X:	Only Flow Descriptors of a URSP rule is applicable. Other Traffic Descriptors are not supported. 
Editor’s Note: Whether additional Traffic Descriptors can be supported is FFS.
-	Analytics Filter Information per URSP traffic descriptor list containing:
-	Area of Interest (i.e. the location of UEs where URSP rule enforcement is monitored) ;
-	S-NSSAI corresponding to a Route Selection Descriptor of the URSP rule ;
-	DNN corresponding to a Route Selection Descriptor of the URSP rule ;
-	An Analytics target period indicates the time period over which the analytics are requested.
-	Optionally, maximum number of objects. 
-	In a subscription, the Notification Correlation Id and the Notification Target Address are included.
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NWDAF collects input data from the SMF and/or UPF. The detailed data are described in Table 6.X.2-1.
Table 6.X.2-1: Input data to detect traffic based on a URSP rule
	Information
	Source
	Description

	SUPI
	SMF, UPF
	UE ID for the UE that established PDU sessions to an S-NSSAI/DNN

	S-NSSAI
	SMF, UPF
	The S-NSSAI for which the PDU session is established

	DNN
	SMF, UPF
	The DNN for which the PDU session is established 

	Traffic Filtering Information (, NOTE Y)
	SMF, UPF
	Information on Service Data Flows to report according to the Traffic Descriptor of the URSP rule

	NOTE Y: Traffic Filtering Information includes also an indication to report traffic not matching traffic corresponding to a Traffic Descriptor of a URSP rule


Editor’s Note: Additional input data from AF and other Data Sources are FFS.
The NWDAF collects input data from the UPF either indirectly via the SMF, or directly from the UPF using the "UserDataUsageMeasures" event exposure event as described in clause 4.15.4.x of 3GPP TS 23.502 [x]. Further details about input parameters are described in Table 4.15.4.x.1 of 3GPP TS 23.502 [x].
The NWDAF includes within the Traffic Filtering Information of the UserDataUsageMeasures event the Flow Description of the TD of the URSP rule. The UPF reports traffic matching the Traffic Filtering Information and traffic that does not match the Traffic Filtering Information. 
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The NWDAF collects input data from the UPF and provides analytics of UEs that route traffic over a PDU session of specific S-NSSAI/DNN according to a provisioned URSP rules and UEs that route traffic not according to a provisioned URSP rule
The output analytics is shown in Table 6.X.3-1.
Table 6.X.3-1: URSP enforcement 
	Information
	Description

	UE group ID or UE ID, any UE
	Identifies a UE, any UE, or a group of UEs.

	S-NSSAI
	Identifies the Network Slice for which analytic information is provided

	DNN
	Identifies the data network name (e.g. internet) for which analytics information is provided.

	Traffic Descriptor of the URSP rule
	The Traffic Descriptor of the URSP rule provided in the analytic request

	Traffic matching TD of URSP rule
	Identifies traffic that matches TD of URSP rule

	> Flow descriptor
	Flow descriptor containing 3-tuple, server side (destination address, port, and protocol).

	> Volume
	measures of data volume exchanged (UL, DL and/or overall) and/or number of packets exchanged (UL, DL and/or overall)

	Traffic which does not match TD of URSP rule
	Identifies traffic that does not match Traffic Descriptor of URSP rule

	> Flow descriptor
	Flow descriptor containing 3-tuple, server side (destination address, port, and protocol).

	> Volume
	measures of data volume exchanged (UL, DL and/or overall) and/or number of packets exchanged (UL, DL and/or overall)



NOTE Z: Predictions are not provided as output for the URSP Enforcement analytics.
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The procedure for deriving URSP enforcement analytics is shown below.



Figure 6.X.4-1: NWDAF providing URSP enforcement analytics
1.	The Consumer NF (i.e. PCF) requests or subscribes to the NWDAF to request URSP Enforcement analytics. The consumer includes within analytics filter the expected traffic via a PDU session according to the Traffic Descriptors within provisioned URSP rules to the UE and the S-NSSAI/DNN of the PDU session. It is assumed that there are associated Packet Detection Rule(s) for the expected traffic listed in the analytics request, i.e. the expected traffic is known.
2.	The NWDAF determines to collect data, either directly from the UPF or indirectly via the SMF and identifies the SMF and/or UPF to retrieve input data according to the S-NSSAI/DNN and UE information in the analytics request. The NWDAF retrieves data from the UPF where the UE has established a PDU session to the DNN/S-NSSAI included in the analytics request.
3.	The NWDAF collects traffic information using the "UserDataUsageMeasures" event exposure event.
4.	The NWDAF derives analytics indicating a list of UEs that route traffic according to the provisioned URSP rule and a list of UEs which route traffic that it is not expected according to the provisioned URSP rule.
5.	The NWDAF notifies URSP enforcement analytics.
************************************ END OF CHANGE ****************************************
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